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Summary

This paper sets out the historical context for the introduction of electronic signatures, the issues raised by stakeholder feedback, and the current position in terms of the deployment of e-signatures by Land Registry in a live portal environment.

By necessity the paper is high level and more detailed information can be provided if necessary.

1. Background to e-signatures – significant historical events

1. 2001 Publication of Law Com Report No 271

Section 13.20 of Law Commission and Land Registry Report 271 published in 2001states:

“Execution by agents

It will be possible for an agent to sign a document in electronic form on behalf of his or her principal. This may be of some importance. It is likely that, at least in the initial stages of electronic conveyancing, solicitors, licensed conveyancers and authorised practitioners will sign electronic documents on behalf of the clients”.

2. 2002 e-conveyancing consultation 

To assess conveyancer attitude to signing on behalf of clients, as proposed in Law Com Report 271, the subject of electronic signatures was included in Land Registry’s first full, public consultation about e-conveyancing in 2002. In its published response, e-conveyancing, A Land Registry consultation Report, 84% of those who responded expressed fears over signing e-deeds and documents as agents for their clients and were divided over whether they would wish to offer this service.

In light of these two events, Land Registry adopted a policy that there must be a choice of digital signature solutions to allow conveyancers or their clients to sign electronic deeds and documents.

3. Land Registration Act 2002 introduced

The Land Registration Act 2002 enabled the introduction of e-conveyancing.
4. Public Key Infrastructure chosen for digital signatures in 2005 

In 2005 Land Registry chose PKI as its preferred digital signature solution for e-conveyancing because it ensures:

Confidentiality 

- to keep information private
Authentication

to prove the identity of an individual or organisation
Integrity 

to prove that information has not been altered after it was sent
Non-repudiation 

to ensure information cannot be disowned
PKI was also chosen because it offered a high level of security at a reasonable cost.

5. 2006 Land Registry contract awarded to IBM for the provision of an e-security solution

A contract was awarded to IBM in 2006 to provide a PKI based e-security solution that permitted different signing options. 

6. Land Registration (Network Access) Rules 2008

The Rules that permit electronic signing under Network Access or other types of Access agreement are introduced.

7. E-security (including e-signatures) solution goes live in 2008

The e-security solution was implemented in 2008 when it was deployed in Land Registry’s new web channel, LR portal.  

It enabled conveyancer signing and citizen signing capability.

2. Conveyancer signing and citizen signing

The electronic signatures provided by Land Registry for document signing are designed to comply with section 7 of the Electronic Communications Act 2000, and are Advanced Electronic Signatures (AES) for the purposes of the Electronic Signatures Regulations 2002, which implements Directive 1999/93/EC of the European Parliament and of the Council on a Community framework for electronic signatures.

An AES is a type of digital signature generated and managed using a complex combination of systems and processes to offer a high level of authentication and security. An AES meets the following requirements:

· It is uniquely linked to the signatory

· It is capable of identifiying the signatory

· It is created using meands that the signatory can maintain securely under his/her control

· It is linked to the data to which it relates in such a manner that any subsequent change to the data is detectable.

For AES to work, signatories are provided with a pair of keys – a public key and a private key. The private key must be under the sole control of the owner and is used to sign the document. The public key is used as the signature-checking key.

When the public key that has been used for verification can be linked to a person by means of a certificate within a trusted PKI, non-repudiation is established to that person, making it very difficult for the person to deny having created the digital signature. 

In business terms, there is a distinction between “conveyancer signing” and “citizen signing” but these terms seem to have become associated with the technical terms of “local signing” and “central signing” respectively.  

Local signing

An electronic signature is supported 

by a digital certificate.  With a USB 

token, the certificate is held on the 

token itself so it is geographically 

“local” to the signatory: 

hence “local signing”.  

Central Signing

A One Time Password (OTP) device can also be associated with a digital certificate but that certificate is held on a separate “central” server rather than on the OTP device itself: hence “central signing”.  The OTP device enables the signatory to access the certificate on the server.


With the citizen signing option, Land Registry sends the signatory a grid card (authentication grid) by post. The Land Registry system asks the citizen for information held on the grid (which is known only to it). The System applies the e-signature if the citizen gives the correct details
There is no technical association between “conveyancer signing” and “local signing”, and “citizen signing” and “central signing”.  In technical terms, a conveyancer could use central signing just like a citizen.  Any such association is the result of a business decision informed by security and legal specialists.

Technical Standards

The Land Registry architecture that hosts the e-signature components is strongly dependent on open IT standards. The Certification Authority service operation has been designed and built to attain scheme approval.
The components used within the signing process itself have been accredited to the relevant Common Criteria EAL 3 and/or EAL 4 augmented requirements. 

The e-signature document format complies with an open standard which contains information about what is being signed, the signature, the keys used to create the signature, and a place to store arbitrary information.  This standard will mean it is possible for documents to be independently checked and verified.

Security

The security infrastructure has been designed to conform to HM Government Cabinet Office security standards.  

Indemnity Preservation

Land Registry was keen to ensure that its state backed indemnity (insurance) fund was not exposed to any greater risks through the introduction of electronic signatures than the equivalent paper-based process.  Indeed, the expectation is that the e-Security solution will help reduce fraud (by providing traceability and irrefutable proof of transactions) and therefore any impact on this fund.  

3. Issues raised by the deployment of e-signatures in a live environment

Issues with central signing

Land Registry introduced the first electronic deed, the e-charge, in Autumn 2008. The e-charge (mortgage security) was in favour of the Coventry Building Society and the deed was signed electronically by the borrower using the central (citizen) signing method.

Land Registry is currently evaluating user feedback and considering changes to logging onto the portal process, in order to improve the borrower’s experience. Land Registry is also considering if the current security level is appropriate for a borrower who will log on only once to sign an e-charge.

local signing issues

Another issue, that of customer difficulty downloading the security credentials which enable the local signing method has also arisen.

With the decision to develop and implement a one-time password (OTP) capability for Business Unit Administrators (BUAs), LR now has three e-signature solutions to manage and control:

1. USB token requiring Activ-Client download to customers computers to support local signing for conveyancers

2. OTP using grid cards to support central signing for citizens

3. OTP using random number generator tokens to support central signing for conveyancers

The first two solutions were delivered by the 2006 e-Security project based upon business requirements to provide local and central signing. The third solution is being developed as a response to the issues resulting from implementation of local signing. 

An evaluation paper that considers the issue “Should LR move from offering both local and central e-signature capability to only central signing?” is currently under consideration within Land Registry. 
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